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DIGITAL ARREST: NATIONAL ISSUE
NEWS: Indians lose over Rs 120 cr in digital arrest frauds; PM Modi cautions risk

WHAT’S IN THE NEWS?

In early 2024, data from India’s Ministry of Home Affairs (MHA) revealed an alarming rise in
“digital arrest” frauds.This form of cybercrime involves criminals posing as law enforcement officers
and demanding money from their targets, leading to a financial loss of Rs 120.30 crore for Indian
victims in the first quarter alone.This highlights a troubling trend, with Prime Minister Narendra
Modi underscoring the issue’s importance.

Digital Arrest Frauds

e Scam Method: Criminals pose as police officials via video calls (often on Skype), falsely
accusing victims of crimes and demanding financial "settlements."”

e Tactics: Victims are pressured to comply, with family or friends manipulated for additional
leverage, and are kept under watch until payments are made.

Rising Cybercrime Trends and Regional Sources

14C Findings:

o Nearly 46% of cyber frauds reported (Jan-Apr 2024) traced back to Myanmar, Laos,
and Cambodia.

e India saw a surge in cybercrime complaints from 4.52 lakh (2021) to 15.56 lakh
(2023), with 7.4 lakh complaints in early 2024 alone.

Major Fraud Types (2024 losses):

Digital Arrest Frauds: 2120.30 crore

Trading Scams: %1,420.48 crore (highest impact)
Investment Scams: 3222.58 crore
Romance/Dating Scams: %13.23 crore

Southeast Asia as a Cybercrime Hub

e 14C Analysis: Myanmar, Laos, and Cambodia are key hubs where criminals target Indians
with advanced scams.

e Methods: Fraudsters lure victims through fake job offers and financial traps, using
technology and impersonation tactics.

e Need for Action: The situation calls for stronger international cooperation and enhanced
cybersecurity in India to combat cross-border cybercrime.
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How Fraudsters Trick Victims

and Evade Police (1/2)

pose as

uniforms

give threats of ' . B
arrest -

Organised economic crime
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What to do if someone contacts you

and threatens you with arrest? : ==
Never trust unsolicited calls claiming to be from
Stop all further communication A aw enforcement agencies

Report the incident

o8 | 3| » Do not share personal
(24/7 helpline number) o] | o)

Contact your bank

p Install a reliable
cybersecurity app to

Keep evidence ]
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Steps to take if you’re already a
victim and have lost money

) Immediately report the
transaction to your bank
and request a reversal or
freeze

) File a formal complaint
with the National Cyber
Crime Reporting Portal
(cybercrime.gov.in)

) Seek help from a lawyer to
” assist in legal matters and
protect your identity

) Gather all evidence for the authorities, including call
logs, messages, and transaction details

P.L. RAJ IAS & IPS ACADEMY | 1447/C, 3rd floor, 15th Main Road,
Anna Nagar West, Chennai-40. Ph.N0.044-42323192, 9445032221
Email: plrajmemorial@gmail.com Website: www.plrajiasacademy.com
Telegram link: https://t.me/plrajias2006 YouTube: P L RAJ IAS & IPS ACADEMY


http://www.plrajiasacademy.com/

3y PL RAJ IAS & IPS ACADEMY

ST MAKING YOU SERVE THE NATION

Source : https://www.business-standard.com/india-news/indians-lose-over-rs-120-cr-in-
digital-arrest-frauds-pm-modi-cautions-risk-124102800276 1.html
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