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INTERNET SHUTDOWNS - GS Il AND 111 MAINS

Q. India witnessed the highest number of Internet shutdowns in the world in 2023. Why do internet
shutdowns needed in a democracy like India and how does it affect the responsible democracy image
of India at the global arena? (15 marks, 250 words)

News: India records highest number of Internet shutdowns globally in 2023

What's in the news?
e India witnessed the highest number of Internet shutdowns in the world in 2023, a record it has
held for the sixth straight year, according to a report released recently.

Key takeaways:
e The Internet was snapped 116 times in the country last year, the Keep It On coalition, a
grouping of civil society bodies that advocates against Internet blockades, said.

India is Becoming the Capital of Internet Shutdowns:
e Internet shutdowns have become common in India nowadays.
e When Article 370 of the Indian Constitution was abrogated, it was the internet that was first
shut down.
e The fear of violence and upheavals was in the backdrop of the government's mind when the
internet was shut down in Jammu and Kashmir.

Internet Shutdown:

e Internet shutdown is defined as an intentional disruption of the internet services in a particular
area.

e |t can be implemented in different ways, including blocking access to specific websites or
platforms, throttling or slowing down internet speeds, or completely cutting off internet
connectivity.

e |t can be temporary, lasting for a few hours or days, or they can be prolonged, lasting for weeks
or even months.

Key Trends on ‘Internet Shutdowns in India':
e Jammu and Kashmir accounted for the highest number of internet shutdowns followed by
Manipur and Punjab.

Instances of Major Internet Shutdowns in India:
e Jammu and Kashmir witnessed the longest internet shutdown which started in 2019 with the
abrogation of Article 370 was finally lifted after a long gap of 18 months in February 2021.
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e The Manipur government banned the internet to maintain law and order after ethnic violence
broke out in the state. It has been more than 40 days since the internet was shut down in the
state.

Legality of Internet Shutdowns in India:

Section 144 of CrPC:
e Till the year 2017, internet shutdowns were imposed largely under Section 144 of the Code of
Criminal Procedure (CrPC).
e Section 144 of CrPC gave the police and the District Magistrate the powers in order to prevent
unlawful gathering of people and also to direct any person to abstain from a certain activity.

Temporary Suspension of Telecom Services (Public Emergency or Public Safety)

Rules 2017:
e |t provides for a temporary shutdown of telecom services in a region on grounds of public
emergency (up to 15 days at once).
e Such directions can be issued by the Secretary to the Government of India in the Ministry of
Home Affairs in the case of the Government of India or by the Secretary to the State
Government in-charge of the Home Department in the case of a State Government.

Reasons Behind Internet Shutdowns:
1. National Security Concerns:
e Governments may justify that shutting down the internet or specific communication channels
is necessary to prevent the coordination of illegal activities, terrorist threats, or to maintain
public safety during sensitive periods.

2. Political Control and Suppression:
e During periods of political unrest, or protests, authorities may restrict access to prevent the
spread of information, curb organization efforts, or silence dissent.

3. Curbing the Spread of Misinformation:
e Governments may enforce internet shutdowns to control the flow of information and combat
the dissemination of false or misleading content.

4. Preserving National Unity or Stability:
e Internet shutdowns may be employed in regions with secessionist movements or conflicts to
maintain national unity or stability.

5. Preventing Exam Cheating:
e Some countries have implemented internet shutdowns during national examinations to prevent
cheating and ensure the integrity of the testing process.
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Impacts of Internet Shutdowns:

1. Economic Impact:

e Data from global tracker Top 10 VPN shows that India suffered a loss of $ 255.2 million due
to internet shutdowns, while in 2022, the country suffered a loss of $ 184.3 million.

. Disruption of Communication:
e Internet shutdowns disrupt communication channels, making it difficult for individuals to
connect with their loved ones, and access emergency services.

. Limitations on Education and Research:
e Internet shutdowns hinder access to online educational resources, e-learning platforms, and
research materials.

. Impediment to Health-care Services:
e The internet plays a crucial role in healthcare delivery, including telemedicine, remote
consultations, and the access to medical information.

. Impact on Fundamental Rights:
e The fundamental rights to speech, conduct business, access to healthcare, express dissent, and
movement of people in a state, are compromised.

. Impact on Journalism:
e An internet shutdown can hamper the reach of the on-ground reporting and under reporting of
local issues.

. Risk to Privacy:
e For example, when people turn to untrustworthy VPNSs in order to route around restrictions,
their personal data is at risk.

. Disrupts Political Transparency:

e Internet shutdowns undermine or eliminate access to digital tools that are critical for
campaigning, promoting public discussion, conducting voting, and overseeing the electoral
process.

Way Forward:
1. Parliamentary Panel Recommendations on Internet Shutdowns:

The Standing Committee on Communications and Information Technology report on "Suspension of
Telecom Services and Internet and its impact” has recommended

e Asked the DoT to lay down a clear-cut principle of proportionality and procedure for lifting of
shutdown in coordination with the home ministry.

e Rejected the logic of the DoT and MHA for not maintaining the record of the shutdown, saying
it cannot simply take the plea that police and public order are essentially state subjects.
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A centralized database of all internet shutdowns by the states can be maintained either by DoT
or MHA.

DoT should expand the review committees that review the order of telecom services suspension
under the Telecom Suspension Rules, 2017.

A study should be commissioned by the government of India to assess the impact of the internet
shutdown on the economy.

2. UN Principles:
The UN Human Rights Office provides that six principles should be followed by imposing internet
shutdown.

Clearly grounded in unambiguous, publicly available law.

Necessary to achieve a legitimate aim.

Proportional to the legitimate aim and the least intrusive means to achieving that end.

Subject to prior authorization by a court or another independent adjudicatory body.
Communicated in advance to the public and telecommunications or Internet service providers.
Subject to meaningful redress mechanisms accessible to those whose rights have been affected
by the shutdowns.
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